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Symmetric Boolean Functions
Anne Canteaut and Marion Videau
Abstract—We present an extensive study of symmetric Boolean
functions, especially of their cryptographic properties. Our main
result establishes the link between the periodicity of the simplified
value vector of a symmetric Boolean function and its degree. Be-
sides the reduction of the amount of memory required for repre-
senting a symmetric function, this property has some consequences
from a cryptographic point of view. For instance, it leads to a new
general bound on the order of resiliency of symmetric functions,
which improves Siegenthaler’s bound. The propagation charac-
teristics of these functions are also addressed and the algebraic
normal forms of all their derivatives are given. We finally detail
the characteristics of the symmetric functions of degree at most 7,
for any number of variables. Most notably, we determine all bal-
anced symmetric functions of degree less than or equal to 7.
Index Terms—Boolean functions, correlation immunity, degree,
derivation, propagation criterion, resiliency, symmetric functions.
I. INTRODUCTION
S
YMMETRIC Boolean functions are characterized by the
fact that their outputs only depend on the Hamming weights
of their inputs. These functions can be represented in a very
compact way both for their algebraic normal forms and for their
value vectors. This property is useful: for instance, a Boolean
function of more than 15 variables can be used practically as a
filtering function in a stream cipher only if it can be represented
in a concise form. As symmetric functions are the only func-
tions having a known implementation with a number of gates
which is linear in the number of input variables [1], they might
be good candidates in term of implementation complexity. On
the other hand, the fact that a symmetric Boolean function can
be entirely described by an -bit vector considerably re-
duces the amount of memory required for storing the function
and is of great interest in software applications.
However, the usefulness of symmetric functions in a crypto-
graphic context (e.g., in stream ciphers, block ciphers, or hash
functions) needs to be clarified: symmetric functions which pos-
sess good cryptographic properties have not yet been exhibited.
Starting from a suggestion of Brüer [2] who stressed the im-
portance of not having any input of greater or lesser significance
than any other input, the property of symmetry was investigated
in a systematic way among other cryptographically significant
properties of functions in [3] and [4]. The aim was to check
that a sufficient amount of good functions could fulfill all the
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requirements. The property of symmetry was suspected to be
overrestrictive.
It is known that the algebraic degree and the nonlinearity,
which are two important cryptographic parameters, cannot
be simultaneously maximized for symmetric functions. Most
notably, it was proved in [5] and [6] that the highest possible
nonlinearity for a symmetric function is only achieved by
quadratic functions. However, symmetric functions with sub-
optimal nonlinearity might exist and might be of interest for
designing fast cryptographic primitives. Besides the Hamming
distance to linear functions, some other criteria, such as cor-
relation immunity or propagation characteristics, are required
in some applications and need to be addressed in the context
of symmetric functions. The existence of correlation-immune
and resilient symmetric functions has been investigated in
[7]–[9]. For instance, a few infinite families of – or -resilient
symmetric functions have been exhibited, but there is a lack of
general results on the order of resiliency of symmetric func-
tions. The conjecture [8] which states that the affine functions
are the only -resilient symmetric functions remains open.
The present work establishes some general properties of sym-
metric functions related to the previously mentioned crypto-
graphic criteria. Most of the obtained results are based on a the-
orem presented in Section III which shows that the algebraic
degree of a symmetric function is characterized by the period of
the corresponding simplified value vector. This property has two
major consequences. From a practical point of view, it enables
to shorten the vector used for representing a low-degree sym-
metric function, since any symmetric function of degree can be
completely described by a -bit vector. Additionally,
the link between the degree and the periodicity of the simplified
value vector leads to general results on the cryptographic prop-
erties of symmetric functions. For instance, we prove in Sec-
tion IV that the order of resiliency of a symmetric function of
degree cannot exceed . This new bound pro-
vides a general improvement of Siegenthaler’s bound for sym-
metric functions for large values of , precisely as soon as is
greater than . Section V focuses on the prop-
agation characteristics of symmetric functions. Most notably,
we are able to provide the general expression of the algebraic
normal forms of all the derivatives of a symmetric function. Sec-
tion VI is devoted to an extensive study of all characteristics
(weight, Walsh coefficients, weights of derivatives) of the sym-
metric functions of degree less than or equal to . We notably
determine all balanced symmetric functions of degree at most
for any number of variables. Finally, in the last section, we link
the nonlinearity of a symmetric Boolean function to the period-
icity of its simplified value vector and investigate the cases of
suboptimal nonlinearity.
0018-9448/$20.00 © 2005 IEEE
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II. BASIC PROPERTIES OF SYMMETRIC FUNCTIONS
A. Notation
We first recall some general properties of Boolean functions
(see, e.g., [10]). Let denote the finite field with two elements.
To prevent confusion with the usual sum, we denote by the
sum over . The Hamming weight of a binary vector
, is defined by .
We denote by the set of all Boolean functions of vari-
ables, i.e., of all the functions from into . Any
can be expressed as a polynomial, called its algebraic normal
form (ANF)
with
where if and only if , .
The degree of , denoted by , is the maximal value of
such that .
Any function in can also be identified with the binary
vector of length consisting of all values , (the
order of the elements in is fixed and will be the same in
the remainder of the paper, it will not influence the results). By
convention, the weight of is the weight of this vector and will
be denoted by .
For any , will denote the linear function in
, where is the usual dot product between two
vectors. For any , we denote by the following
value related to the Walsh (or Fourier) transform of
The function is said to be balanced if or, equiv-
alently, .
Definition 1: The Walsh (or Fourier) coefficient of
in point corresponds to
The values of the Walsh coefficients , form
the Walsh spectrum of .
The nonlinearity of is the Hamming distance between
and the set of affine functions. It is related to the Walsh transform
via the following expression:
where
High nonlinearity is an important cryptographic criterion since
the existence of a good linear approximation should be avoided
in most applications (see, e.g., [11]). When is even, it is known
that with equality for functions whose Walsh co-
efficients take the two values only—the so-called bent
functions [12]. When is odd, any satisfies .
For odd , where equality holds for the
so-called almost optimal functions (see [10, Definition V.1]).
Some other cryptographic criteria are related to the propa-
gation characteristics of Boolean functions. They focus on the
properties of their derivatives.
Definition 2: Let . The derivative of with respect
to is the function defined by
Any nonzero such that is a constant function is
said to be a linear structure for .
B. Symmetric Functions
Now, we focus on the particular family of symmetric Boolean
functions.
Definition 3: A Boolean function is said to be symmetric if
its output is invariant under any permutation of its input bits. For
a symmetric Boolean function of variables, we have
for all permutations of .
This equivalently means that the output of only depends on
the weight of its input vector. As a consequence, is related
to a function such that ,
. We will consider the sequence
and refer to it as the simplified value vector
of .
Proposition 1: A Boolean function of variables is sym-
metric if and only if its algebraic normal form can be written as
follows:
where is the elementary symmetric polynomial of degree
in variables.
Then, the coefficients of the ANF of can be represented
by the -bit vector, ,
called the simplified ANF vector of .
The following proposition establishes the relationship be-
tween the simplified ANF vector and the simplified value vector
of a symmetric Boolean function. It generalizes [6, Theorem 3].
Proposition 2: Let be a symmetric Boolean function of
variables. Then, its simplified value vector and its simpli-
fied ANF vector are related by
and
Proof: Let . For a given
of weight , contains nonzero monomials. The ex-
pression of binomial coefficients modulo a prime number is
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given by Lucas’ theorem (e.g., [13, p. 79]). Given two integers
and and their -adic representations and
, we have
For , we obtain
if and only if
i.e., which means that , . We finally get
Conversely, the coefficients of the algebraic normal form of
can be computed from its simplified value vector
This can be written as
We can notice that only depends on the weight of . Then,
for , Lucas’ theorem leads to
Symmetric Boolean functions are also characterized by the
symmetry of their Walsh transform.
Proposition 3 [5], [14]: A Boolean function is symmetric if
and only if its Walsh transform is a real-valued symmetric func-
tion. Moreover, the Walsh coefficients of a symmetric function
are given by
where is the Krawtchouk polynomial of degree , i.e.,
III. REGULAR PATTERNS IN THE SIMPLIFIED VALUE VECTOR
Here, we show that some cryptographic properties, such as
the degree or the balancedness of a symmetric function, are
characterized by the existence of regular patterns in the corre-
sponding simplified value vector.
A. Periodicity of the Simplified Value Vector
We first focus on the periodicity of the simplified value vector.
Let be an infinite binary sequence. We say that
is periodic with period if for all . For
, we denote by the infinite
periodic sequence , with period
defined by
if
.
Definition 4: An -bit vector is said to be a
part of an infinite sequence if it is composed of the first values
of this infinite sequence. Moreover, we say that the -bit vector
is periodic with period if it is a part of
the infinite periodic sequence .
It was shown in [6, Theorem 5] that, for any odd , the
quadratic symmetric functions of variables are the functions
whose simplified value vectors are parts of either ,
, , or . Here, we prove that the degree
of a symmetric function is characterized by the periodicity of
its simplified value vector.
Theorem 1: Let be a symmetric function with sim-
plified ANF vector and simplified value
vector .
Then, is periodic with period , , if and only if
. Moreover, is the simplified
value vector of the symmetric Boolean function of vari-
ables with as simplified ANF vector.
Proof: We decompose any integer as
with . Proposition 2 leads to
which implies that for all nonzero (i.e., that
)). Moreover, the first coefficients of the simplified
ANF vector exactly correspond to the simpli-
fied ANF vector of the symmetric Boolean function of
variables with simplified value vector .
The converse can be proved by similar calculations. Let
be a symmetric function with . Then, for
with , we have
It follows that the simplified value vector of is periodic with
period , and that its first terms correspond to the simplified
value vector of the symmetric Boolean function of vari-
ables with simplified ANF vector .
For symmetric functions of degree exactly , we can precise
the previous result.
Proposition 4: Let be a symmetric function. Then,
if and only if is periodic with period
and is a part of .
Proof: The calculations are based on the same principles
as above. Here, we use that, for all , and .
Then, we have
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Conversely, we can determine the degree of if is a part of
. We have for all
which is equal to zero except for .
Both previous properties are of great interest since they sig-
nificantly reduce the amount of memory required for storing
an -variable function of degree when . The
first bits of its simplified value vector together with
the bits of the representation of actually pro-
vide a complete description of the function instead of the
-bit vector previously needed. It means, for example, that for
a 64-variable symmetric Boolean function of degree , 22 bits
are needed to represent the function instead of 65 bits.
The relationship between the degree of a symmetric function
and the periodicity of its simplified value vector has many
other consequences, especially on the cryptographic properties
of symmetric functions. It will be extensively used in the
following sections, especially for computing the Hamming
weights or studying the resiliency orders of low-degree sym-
metric functions.
B. Trivial Balanced Functions
Now, we focus on another particular pattern which may occur
in the simplified value vectors of some symmetric functions de-
pending on an odd number of variables.
Definition 5: Let be an odd integer and be a sym-
metric function. We say that is a trivial balanced function if
It is obvious that symmetric functions having this property are
balanced because of the symmetry of binomial coefficients for
odd . Trivial balanced functions exactly correspond to sym-
metric functions which verify , where denotes
the all-one vector. Indeed, functions with do not
exist for even values of because, for any vector such that
, we have
Trivial balanced functions also correspond to the odd case of the
trivial partitioning in [3, Theorem 3.6.5]. The even case corre-
sponds to affine functions. Finding partitions of the set of the
binomial coefficients leading to balanced symmetric Boolean
functions is, in fact, equivalent to finding patterns of the simpli-
fied value vector of balanced symmetric Boolean functions.
Trivial balanced functions can be characterized by the fol-
lowing equivalent properties.
Proposition 5: Let be an odd integer and be a
symmetric function. The following properties are equivalent.
i) For all , , .
ii) The derivative of with respect to the all-one vector
is the constant function .
iii) For all such that is even, .
iv) For all , , hence,
Proof: We show that Properties ii) and iii) are equivalent.
Let be the hyperplane , composed of all the words
of even weight. According to [10, Lemma V.2], we have
Therefore, if and only if ,
.
We now show that ii) and iv) are equivalent. It is well known
that, for any and any , we have
For , we obtain
Conversely, for leads to .
From simulation results, trivial balanced functions are ex-
pected to form a very large subset of all balanced symmetric
functions. Actually, the exhaustive search for all balanced sym-
metric functions up to 128 variables presented in [8] show that,
for odd , all balanced symmetric functions are trivial balanced
except for
Similarly, balanced symmetric functions of an even number of
variables which are not affine only exist if
for some or if . Moreover, the
nonexistence of nonaffine balanced symmetric functions has
been proved in the following case.
Proposition 6 [8, Theorem 2.1]: Let be a prime and
be a symmetric function. If is balanced, then has de-
gree .
IV. RESILIENCY OF SYMMETRIC BOOLEAN FUNCTIONS
In many cryptographic applications, it is required that the
output of the involved Boolean function be not correlated to a
small subset of its input variables. Otherwise, a statistical de-
pendence between the output and a few inputs can be exploited
in some attacks, such as correlation attacks [15]. For instance,
the function used to combine several linear feedback shift reg-
isters in order to generate a pseudorandom sequence in a stream
cipher must remain balanced if a few coordinates of the input
vector are kept constant. This leads to the notion of resiliency.
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Definition 6: [15] A balanced Boolean function of vari-
ables is -resilient if it remains balanced when any input vari-
ables are fixed.
There is no general bound on the order of resiliency of sym-
metric Boolean functions. However, an infinite family of -re-
silient functions was exhibited in [7], while some infinite fami-
lies of third-order correlation-immune functions were found in
[9]. In [8], some infinite families of - and -resilient functions
were found and a computer search up to has lead to
the conjecture that there does not exist any -resilient symmetric
function of variables except the affine functions.
A. Restrictions of a Symmetric Function
The notion of resiliency is obviously related to the weights
of the restrictions of the function to some subspaces. For any
and any affine subspace , the restriction of
to is the function
Then, can obviously be identified with a Boolean function
of variables.
Now, we focus on a subspace spanned by canonical basis
vectors and its supplementary subspace . We consider the re-
strictions of to and to all its cosets , . It
is worth noticing that, when is symmetric, we can choose
without loss of generality. Moreover, if
is symmetric, then is a symmetric Boolean function of
variables. Indeed, for all
which only depends on the weight of when is fixed. More-
over, the simplified value vector and the simplified ANF vector
of can be deduced from as follows.
Proposition 7: Let be a symmetric function and
where . For any , the
restriction of to is a symmetric function of variables
which only depends on . Its simplified value vector and its
simplified ANF vector are given by: for any ,
Proof: Let
be the ANF of . Then, we have, for any
Moreover,
if and only if
i.e., . Thus, we get
Since is symmetric, . Therefore,
We finally deduce the ANF of
As an immediate corollary, we deduce the following property
on the degrees of the restrictions of a symmetric function, which
does not hold in general for any Boolean function.
Corollary 1: Let be a symmetric function of degree
and where . The restrictions of
to all , , have degree .
B. Resiliency Order and Regular Patterns in the Simplified
Value Vector
Now, we focus on the relationship between the existence of
some regular patterns in the simplified value vector of a sym-
metric function and its order of resiliency.
Proposition 8: Let be a -resilient symmetric func-
tion whose simplified value vector is ultimately periodic, i.e.,
for all , with . Then, for
any , there exists a symmetric Boolean function of
variables with degree at least which is -resilient.
Proof: From Proposition 7, is -resilient if and only if
all -variable symmetric functions with simplified value
vectors
for are balanced. Moreover, we know from Corol-
lary 1 that all these functions have the same degree as since
by Siegenthaler’s inequality [15]. Since is
ultimately periodic with period , we have
Therefore, for all , the functions with simplified value
vectors
are balanced because . Then,
for any , we consider the -variable function
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whose simplified value vector consists of the first
elements of . All restrictions
of to the cosets of are balanced, which means
that is -resilient. Moreover, their degrees are equal
to , implying that .
In the previous proposition, one has to be especially sensitive
to the condition . It means that among the
balanced symmetric functions of variables obtained by
restricting the -resilient function , some functions are equal,
due to the periodicity property.
Corollary 2: Let be a symmetric function
whose simplified value vector is ultimately periodic, i.e.,
for all . If is -resilient with
, then .
Proof: Let be any prime number such that . From
the previous proposition, there exists a function of
variables with which is balanced (because of
its resiliency order). Proposition 6 then implies that
.
The previous result can be first applied to the symmetric func-
tions with periodic simplified value vectors. It points out that the
order of resiliency of a symmetric function is limited by its de-
gree.
Theorem 2: Let be a symmetric function with
. If is -resilient, then .
Proof: If , is periodic with period
(Theorem 1). Then, the result can be immediately deduced from
the previous corollary. If , we know from Proposi-
tion 4 that is a part of
, for some . is -resilient if and
only if all symmetric functions with simplified value vectors
for are balanced. The functions obtained by com-
plementing these vectors, i.e.,
are obviously balanced for any . By the same ar-
gument as in Proposition 8, we deduce that for any ,
the -variable function whose simplified value vector
consists of the first elements of
is -resilient and its degree is at
least . For where is any prime number
with , we get that .
Proposition 8 also enables to prove that all restrictions of re-
silient functions are distinct. More precisely, we have the fol-
lowing.
Proposition 9: If there exists a symmetric -resilient function
of variables with degree , then there exist distinct
balanced symmetric functions of variables with degree .
Proof: We have to prove that the symmetric func-
tions of variables, defined by their simplified value
vectors
are distinct. Suppose that for some with
. Then, the simplified value vectors and
are either equal or they differ on their last component, i.e.,
In this second case, has degree since its
Hamming weight is odd. But, because is
-resilient, implying that
(from Corollary 1), a contradiction. Therefore, ,
and we deduce by induction that for all
. It means that the simplified value vector of is ultimately
periodic: for all such that
It follows from Corollary 2 that has degree .
Now, we focus on -resilient symmetric functions. A straight-
forward method for constructing -resilient symmetric func-
tions of an even number of variables might be to start from trivial
balanced restrictions. However, we can prove that this construc-
tion always leads to affine functions.
Proposition 10: Let be an even integer and let be
a symmetric function. Let . If both restric-
tions of to and are trivial balanced functions, then
.
Proof: Assume that and are trivial balanced
functions. It means for that , ,
, and for that , ,
. Then, we get the system
Thus, for all , , . Theorem 1
implies that . Since cannot be constant because its
restrictions are balanced, it has degree .
A careful examination of the list of all -resilient symmetric
functions up to 128 variables [8] shows that all -resilient func-
tions are trivial balanced. From the previous proposition, it im-
plies that -resilient nonaffine symmetric functions up 128 vari-
ables do not exist. However, it is an open problem to determine
whether this property holds for any number of variables.
V. DERIVATIVES OF SYMMETRIC FUNCTIONS
In this section, we focus on the propagation characteristics of
symmetric functions. They are determined by the cryptographic
properties of their derivatives.
A. General Properties of the Derivatives
First, we point out that all derivatives of a symmetric
function are linearly equivalent when has a fixed Hamming
weight.
Proposition 11: Let be a symmetric function and let
be such that . Then, and
are linearly equivalent, i.e., there exists a linear permutation
of such that .
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Proof: Let such that . There
exists a permutation on such that . Then,
is a linear permutation of . Since is symmetric, we have
Since most properties of the derivatives we consider, espe-
cially the weight and the degree, are invariant under composi-
tion by a linear transformation, we only study the derivatives of
a symmetric function with respect to the vectors
of weight for .
The derivatives of a symmetric function are not symmetric
in general. However, they can be decomposed into symmetric
functions.
Proposition 12: Let be a symmetric function. Let
be an integer, , , and
. Then, the restrictions of to all
affine subspaces ,
are symmetric functions of variables and they only
depend on . Moreover, their simplified value vectors and
ANF vectors are given for all by
Proof: Let . Then, for any
with , we have
Thus, for any
which shows that is symmetric and only depends on .
Now, we compute the simplified ANF vector of . Let us
decompose the algebraic normal formal of as
for .
Then, for any and , we have
But, if and only if , i.e., .
We then get
where . Since is symmetric, we have
. Therefore,
Thus, the coefficients of the algebraic normal form of the
-variable function are given by: for any
We can illustrate the previous result by applying it to the
derivatives of a symmetric function with respect to a vector of
weight or .
Corollary 3: Let be a symmetric function. Then, the
algebraic normal forms of and of are
Proof: For , we know from the previous proposition
that the restrictions of to and to
, denoted by and are equal. For any ,
their simplified ANF vector is given by
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Thus,
For and , we denote by , , and
the restrictions of to , to (or equivalently,
to ) and to . We deduce from the previous
proposition that, for any ,
and
Then
The previous formula points out that
We can then deduce the following corollary. It generalizes a
result due to Dawson and Wu [14] which shows that the only
possible linear structure for a nonaffine symmetric function is
the all-one vector. Further necessary conditions on the existence
of linear structure will be determined in Section V-C.
Corollary 4: Let be a symmetric function. Then, for
all , .
Proof: For any such that , , there exists
such that and . Then, we
have
Clearly, both and have degree at most ,
and . Moreover, we know from the
previous corollary that has degree exactly
since . Therefore, has degree ,
implying that .
B. Symmetric Functions Satisfying the Propagation Criterion
Some cryptographic applications require that the output
difference of the involved Boolean function be uniformly
distributed for low-weight input differences. This property, re-
ferred as propagation criterion [16], is notably important when
the function is used in a hash function or in a block cipher.
Definition 7 [16]: A function satisfies the propa-
gation criterion of degree if for all
such that .
It is well known that the -variable functions satisfying
are the bent functions [17]. The symmetric functions
satisfying are the quadratic functions of an even number
of variables [5]. Here, we obtain a similar characterization of
the symmetric functions satisfying . Proposition 12 and
Corollary 3 lead to the following theorem, which has been
independently proved by Gouget [18].
Theorem 3: The symmetric Boolean functions of vari-
ables satisfying the propagation criterion of order are the
quadratic functions. Moreover, they satisfy if is even
and if is odd.
Proof: Let . We denote by , , and
the restrictions of to , to (or equiv-
alentl,y to ) and to . The weight of
is
But, we know from Corollary 3 that and . As a
consequence, is balanced if and only if
. Proposition 12 gives the simplified ANF vector of and
implying that is the constant function equal to if and only
if and , , , i.e., .
Moreover, all derivatives of a quadratic symmetric function
with respect to are balanced because they have
degree (Corollary 4). Therefore, the quadratic functions are
exactly those satisfying . Additionally, when is
even, we also have that is balanced [5], implying that the
function satisfies .
Therefore, the only open problem is the characterization
of the symmetric functions satisfying . A large subset
of these functions are those whose derivatives with respect to
any vector of weight have trivial balanced restrictions (in the
sense of Proposition 12). These functions can be characterized
as follows.
Proposition 13: Let , even, be a symmetric func-
tion. Then, the following assertions are equivalent:
i) satisfies and the restriction of to
is a trivial balanced function;
ii) , ;
iii) , .
Moreover, if verifies one of the properties above, then is
balanced for all with odd Hamming weight.
Proof: First we show that i) and ii) are equivalent. In the
following, denotes the -variable symmetric function
corresponding to the restriction of to (or
equivalently, to ). From Proposition 7, we
have
Therefore, is a trivial balanced function if and only if, for all
, , which means that
for all ,
(1)
Clearly, is a symmetric function of variables since it
satisfies
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Then, (1) is equivalent to
which means that has degree (Theorem 1).
Now, we prove that ii) and iii) are equivalent. To that purpose,
we calculate ,
However, , , if and only if for any
Therefore, if and only if
for all .
Finally, we prove that iii) implies that , odd,
. Let denote the hyperplane composed of all
-bit words with an even weight. We deduce from [10, The-
orem V.1] that
On the other hand, assertion iii) implies that
But, we have
Thus, combining both equalities leads to
where . We deduce that for any
C. Derivative With Respect to the All-One Vector
Finally, we focus on the derivative of a symmetric function
with respect to the all-one vector, since this is the only case
which is not covered by Proposition 12. This case is of in-
terest especially because it completely determines whether a
symmetric function has a linear structure. Here, we express the
algebraic normal form of as a function of the simplified
ANF vector of . We need the following lemma which involves
the higher order derivatives of : for any -dimensional sub-
space , we denote by the th order derivative of
with respect to , i.e., the -variable function
where is any basis of .
Lemma 1: The derivative of with respect to the
all-one vector is
where with .
Proof: The equality obviously holds for . Now, we
prove it by induction on . Let us write as
where . Then we have
On the other hand, we evaluate the expression
where , .
By applying the induction hypothesis to and , we deduce
Thus, we deduce the algebraic normal form of .
Proposition 14: Let be a symmetric function. Its
derivative with respect to the all-one vector is a symmetric
Boolean function of variables whose simplified value vector
and ANF vector are given by
for all , .
Proof: The relation between the simplified value vectors
of and directly follows from the definition. We now de-
2800 IEEE TRANSACTIONS ON INFORMATION THEORY, VOL. 51, NO. 8, AUGUST 2005
termine the simplified ANF vector of . From the previous
lemma, we have
where , .
The th order derivative only depends on the
variables whose indices belong to
More precisely, we deduce from Corollary 3 that
Therefore,
We now have to simplify the sum
It is composed of elementary symmetric polynomials of
degree , but which may have some variables in common. For
any fixed subset of indices, the product of the corresponding
variables appears in exactly terms . Therefore,
the sum consists of all products of variables, each of them
being repeated times, i.e.,
Then, we have
We finally get
We immediately deduce the following result on the degree
of .
Proposition 15: Let be a symmetric function of de-
gree . Then if and only if is even.
Moreover, if is odd, we have if
and
otherwise.
Proof: Let denote the simplified ANF vector of .
The coefficients are
We have
which equals if , which means that is odd,
and equals if and only if which means that
is even. We need to calculate in the case where
is odd, getting
A similar argument leads to the following:
• if then
and . Then
if
if ;
• if then and
. Then
if
if .
As an immediate corollary, we deduce that a symmetric func-
tion , , does not have any linear structure if
is even.
VI. SYMMETRIC FUNCTIONS OF LOW DEGREE
It was established in Section III that the symmetric functions
of low degree are characterized by simplified value vectors with
a small period. This property, combined with the previous tools,
enables us to provide an extended study of symmetric functions
of degree less than . Most notably, we compute the Hamming
weights of all these functions for any number of variables, and
we exhibit all balanced symmetric functions of degree less than
. We also characterize, in terms of Walsh spectrum and prop-
agation characteristics, all symmetric functions of degree and
since their simplified value vectors have period .
Thanks to the periodicity of its simplified value vector, we can
rewrite the expression of the Hamming weight of a symmetric
Boolean function of variables and of degree less than , or
equivalently of
Using the formula of series multisection (see, for example,
[13, p 84]), we get
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TABLE I
CHARACTERISTICS OF THE QUADRATIC SYMMETRIC BOOLEAN FUNCTION WITH SIMPLIFIED ANF VECTOR (0; ; 1; 0; . . . ; 0)
For , the previous expression simplifies into
We transform the last term of the sum
Using that
we finally get
(2)
A. Quadratic Symmetric Functions
All quadratic Boolean symmetric functions of variables can
be described exhaustively. It is known that all quadratic sym-
metric functions of variables are bent if is even [5], and
that their Walsh spectrum is three-valued and takes the values
if is odd [6]. However, we are able to improve
these results and to completely determine the characteristics
of quadratic symmetric functions, especially the signs of their
Walsh coefficients as a function of and of the
ANF of .
Proposition 16: Let be a symmetric function of de-
gree , , with simplified ANF vector
Then, its characteristics are given in the Table I.
Similarly, if we consider the quadratic function with simpli-
fied ANF vector , i.e., , we obviously
deduce the characteristics of from Table I by
and
Proof: Let be the symmetric function of degree
given by its simplified ANF vector .
From Theorem 1, its simplified value vector is a part of
. First, we compute the Hamming weight of .
Since is a part of , we have
(3)
Thanks to (2), we can derive the values of ,
depending on
if
if
if
if .
(4)
Therefore, (3) leads to
if
if
if
if .
Now, we determine the Walsh coefficients of and their signs.
First, we deduce from [10, Theorem V.1] that
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TABLE II
VALUES OF F(f), WHEN f IS A CUBIC SYMMETRIC BOOLEAN FUNCTION
where is the function of variables corresponding
to the restriction of to the hyperplane .
We know from Proposition 7 that is symmetric and that its
simplified ANF vector is . Then,
is quadratic when , and its weight can be derived from the
previous formulae. This leads to
if
if
if
if .
When is even, is bent. Then, all its Walsh coefficients are
equal to and their signs are given by the dual function,
[19]
Since only depends on the weight of (Proposi-
tion 3), the dual of is symmetric. Moreover, the dual of a
quadratic bent function is quadratic as well [19, p. 87]. Then,
the simplified value vector of the dual function is a part of
where and , respectively, corre-
spond to the signs of and . It follows that, for
any and in such that
When is odd, can be computed as follows. For
, we choose of weight such that
. For we consider the decomposition
of with respect to . From Proposition 7, we have
and . More-
over
Since both and are symmetric quadratic bent functions,
we deduce that, for any such that
, we have
The value of can be derived from the previous cal-
culations since the simplified ANF vector of is
. By replacing by in the value of ,
we see that with .
Finally, the weights of the derivatives can be easily obtained.
When is even, is bent, implying that for all
. When is odd, has degree (implying that it
is balanced) for all (Corollary 4). Moreover, we have
(Proposition 15). Then is constant and its
value is given by Proposition 14
if
if .
B. Cubic Symmetric Functions
Now, we determine all characteristics of symmetric functions
of degree . They are summarized in the following propositions.
The first one determines the Hamming weights of all cubic sym-
metric functions. Most notably, it points out that balanced sym-
metric functions of degree do not exist.
Proposition 17: The Hamming weights of the symmetric
functions of degree are determined by Table II.
Proof: Let be a symmetric function of degree
with simplified ANF vector .
Thanks to Theorem 1, we know that its simplified value
vector is periodic with period and that it is a part of
. Therefore,
The result then is directly deduced from the values of
given by (4).
The previous study of quadratic symmetric functions can be
used to calculate the weights of the derivatives of a cubic sym-
metric function.
Proposition 18: Let be a symmetric function of de-
gree with simplified ANF vector
Then, the Hamming weights of its derivatives are given in the
Table III.
Proof: From Proposition 11, we can restrict ourselves to
the derivatives with respect to for
. We use the same notation as in Proposition 12. Let
and . All the restrictions
CANTEAUT AND VIDEAU: SYMMETRIC BOOLEAN FUNCTIONS 2803
TABLE III
VALUES OF F(D f) WHEN f IS A CUBIC SYMMETRIC BOOLEAN FUNCTION WITH SIMPLIFIED ANF VECTOR (f) = (0;  ;  ; 1; 0; . . . ; 0)
, , of to are symmetric and only depends on
. Their simplified ANF vectors are (see Proposition 12)
As for all , such that , , and can
be considered modulo : only their last two bits are involved in
the previous formula. This gives the following algebraic normal
form for :
• if
if
if
if
if ;
• if
if
if
if
if ;
• if
if
if
if
if ;
• if
if
if
if
if .
We deduce that, for
When is even, all restrictions are constant or linear func-
tions. Thus, we deduce
if
if .
When is odd, we have
• if
• if
and the value of can be deduced from Proposition
16 since is a quadratic symmetric function of
variables.
Finally, Proposition 14 enables to compute the weight of
: for all
It leads to the following simplified ANF vectors for :
if
if
if
if .
The corresponding weights are derived from Proposition 16.
Finally, we are able to determine the whole Walsh spectra
of symmetric functions of degree from the weights of their
derivatives.
Proposition 19: Let be a symmetric function of de-
gree 3 with simplified ANF vector
2804 IEEE TRANSACTIONS ON INFORMATION THEORY, VOL. 51, NO. 8, AUGUST 2005
Then, for any , , we have
if is odd
if
if .
Moreover, the nonlinearity of is where
if
if
if is odd.
Proof: We apply [10, Theorem V.1] to the hyperplane
, corresponding to the set of the vectors of even
weight: for any
We know from Proposition 18 that, for , , we
have .
When is odd, does not belong to . Therefore, we obtain
implying that for any , (see, e.g.,
[10, Lemma B.1]).
When is even, we have to add the term which
depends on . In this case, we have
if
if
From [10, Lemma B.1], we deduce that for all ,
if
if .
The values of and of are given by Propo-
sition 17 (note that the simplified ANF vector of is
). Then, we can notice that
C. Hamming Weights of Symmetric Functions of Degree Less
Than
We are now interested in the symmetric functions of degree
at most . Most notably, we want to determine if there exist bal-
anced symmetric functions of degree at most for any number
of variables. When , the simplified value vector of
is a part of for some .
Therefore,
where is given in (2). Thus,
We know that
First, we focus on the weights of the symmetric functions of
degree at most which depend on an even number of variables
. Then, we obtain
As the angles have to be considered modulo , the values
of the respective cosines only depend on . We can
combine this property with the periodicity of , which has
period and we obtain
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where the indices in are considered modulo . Therefore,
In the following, we use the notation,
(5)
and
(6)
for any . Then
(7)
Now, we want to determine the symmetric functions in of
degree at most which are balanced. We need the following
lemma.
Lemma 2: For any , we have
and for any
Proof: By definition, we have
It follows that
for any .
A similar computation for leads to
Then
for any . Moreover
Since for any , we obtain that
Theorem 4: For any even , there is no balanced sym-
metric Boolean function of variables of degree less than or
equal to except the functions of degree and the functions of
eight variables with simplified ANF vectors
and
Proof: For any symmetric function with
even and , we have from (7)
where
and
We have to distinguish the following cases.
• If , then . It follows that either
2806 IEEE TRANSACTIONS ON INFORMATION THEORY, VOL. 51, NO. 8, AUGUST 2005
or
Using that for any , , we deduce
that
for any where the last inequality is derived from
Lemma 2.
• If and , we have
It follows that for and
For and , we obviously have
For , we have
• If and , we have
If
If , we obtain . But, ,
, and occur if and only if
when is even and when is odd. This
means that is a part of or of , i.e., that
has degree .
Then, we have proved that for any even , a symmetric
function with is balanced if and only if
. By computing all possible values of for the
symmetric functions of variables when is even and less than
, we finally check that the only balanced symmetric functions
are the functions of degree and the functions of eight variables
defined by the following simplified ANF vectors:
and
Now, we focus on the symmetric functions of degree at most
which depend on an odd number of variables . We
can rewrite the expression of
where the last equality comes from the fact that can be
considered modulo and that the simplified value vector of
has period . By expanding the previous sums, we obtain
With (5), we get
and
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Using (6), we finally deduce
Now, we focus on the functions for which the previous quantity
vanishes.
Theorem 5: For any odd , the only balanced symmetric
Boolean functions of variables of degree less than or equal to
are the trivial balanced functions.
Proof: For any with and ,
we have
where
and
We have to distinguish the following cases.
• If , then . It follows that either
or
Using that for any , , we deduce
that
for any where the last inequality is derived from
Lemma 2.
• If and , we have
It follows from Lemma 2 that for and
for any . For and , we obviously
have
For
when .
• If , we have
If , we deduce that
If , we obtain
which vanishes if and only if .
Then, we have proved that for any odd , a symmetric
function with is balanced if and only if
. This situation occurs if and only if
where . This condition exactly corresponds to
for all . By computing
all possible values of for the symmetric functions of
variables when is odd and , we finally check that
the only balanced symmetric functions are the trivial balanced
functions.
Using both previous theorems which exhibit all balanced
symmetric functions of degree at most , we can determine all
symmetric functions of degree at most which either satisfy
or are -resilient. The functions satisfying are
obtained by combining Theorems 4, 5, as well as Propositions 3
and 13.
Corollary 5: Let , , be a symmetric function
with . Then, satisfies if and only if it
satisfies one of the following conditions:
• ,
• has degree ,
• is a -variable function of degree defined by one of
the eight following simplified ANF vectors:
or
with .
Corollary 6: Let , , be a symmetric function
with . Then, is -resilient if and only if it has
degree .
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Proof: By definition, is -resilient if and only if it is
balanced and the -variable symmetric functions and
corresponding to its restrictions to
and to are balanced. If is even, and are
balanced if and only if they are trivial balanced (Theorem 5).
Then, Proposition 10 implies that has degree . If is odd and
, then either or is one of the -variable
function with degree defined in Theorem 4. It follows from
Corollary 1 that is a -variable symmetric function of degree
. It cannot be trivial balanced since
(Proposition 15).
VII. HIGHLY NONLINEAR SYMMETRIC BOOLEAN FUNCTIONS
The maximum nonlinearity for symmetric Booelan functions
of variables has been proved to be reached only by quadratic
functions. Precisely, when is even, then these functions are
bent and the maximum nonlinearity is [5] and when
is odd, then the maximum nonlinearity is [6]. In
this section , we investigate cases of suboptimal nonlinearity and
we point out that the nonlinearity is related to the periodicity of
the simplified value vector.
We recall the notation
Theorem 6: Let be a symmetric Boolean function of vari-
ables. If
for some integer , , then
for all
or equivalently, where is a symmetric quadratic
function and is a symmetric function of variables such that
for all .
Proof: By induction on .
• For . Suppose that
Then, since is an even integer.
Therefore, it is known from [5], [6] that is quadratic
and the expression of is directly derived from Propo-
sition 4.
• Induction step. Assume that
Let be the restriction of to the affine subspace
. We have from [10, Corollary
V.3] that . Moreover, with the notation of
Proposition 7, can be written as
where . But, we know from Proposi-
tion 7 that and that this function is a
symmetric function of variables. Let
. Since
we have . Therefore, is an -vari-
able symmetric function which satisfies
By induction hypothesis, we deduce that
for all such that .
However, the simplified value vector of is related to the
simplified value vector of by for all
(see Proposition 7). It follows that, for all
As a direct corollary, we can deduce a necessary condition on
the simplified value vector of the symmetric functions with
if is even
if is odd.
Corollary 7: Let be a symmetric function of variables.
• For even, if , then
.
• For odd, if or if
, then .
Theorem 6 also points out that the resiliency order of a highly
nonlinear symmetric function is limited.
Corollary 8: Let be a symmetric function of variables
such that
for some integer , . Then, is at most
-resilient.
Proof: Let denote its restriction to . From
Proposition 7, is a symmetric function of variables
and its simplified value vector is given by for all
. Therefore, is ultimately periodic with period
and pre-period . Moreover, is not linear since
. We deduce from Corollary 2 that the resiliency order
of is at most , implying that is at most -resilient.
Now, we can characterize the symmetric functions whose
nonlinearity is very close to the optimal nonlinearity. Here, we
use the following lemma which shows how the Walsh spectrum
of such a function can be computed from the Walsh spectrum of
a quadratic function.
Lemma 3: Let be a symmetric function of variables such
that
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for some integer , . Then, there exists a sym-
metric quadratic function such that, for any of
weight
where , ,
and is the Krawtchouk polynomial of degree as defined in
Proposition 3.
Proof: Theorem 6 implies that where is a
quadratic symmetric function and is a symmetric function
such that for all . Let .
From Proposition 3, for any of weight , the Walsh
coefficients of are given by
Using that ,
we deduce that
and the result comes directly from the fact that
for any integer .
Proposition 20: The symmetric functions of variables
such that
are the eight functions of degree defined by the following
simplified ANF vectors:
and
Proof: From Theorem 6, where is a quadratic
symmetric function and is a symmetric function such that
. Therefore, the simplified ANF
vector of is
It is well known that is not divisible by if and only if
has degree (since its Hamming weight is odd). Then, we must
have . For and , we have from the
previous lemma that, for any of weight
We deduce from Proposition 16 that, for any function with
, the set equals
when is even and
when is odd.
Similarly, for and , we have
Then, for any function with , the set
equals when is
even and when is odd.
Proposition 21: The symmetric functions of variables
such that
are the four functions of degree defined by the following
simplified ANF vectors:
Proof: From Theorem 6, where is a quadratic
symmetric function and is a symmetric function such that
. From the previous lemma,
we have, for any of weight
Clearly, we have
Therefore,
If , we have
for .
However, we can check from Proposition 16 that, when
varies in the set of all elements such that
takes both values . Therefore, there always
exists an with such that
implying that
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TABLE IV
WALSH COEFFICIENTS OF SYMMETRIC BOOLEAN FUNCTIONS OF NONLINEARITY 2   2   2 WITH A NULL CONSTANT TERM
It follows that, for any choice of , there exists an with
such that
when . We then deduce that both and must
be if when and we checked by
computer that this condition also holds when . Therefore,
the simplified ANF vector of is
and we must have —otherwise .
In this case
If we consider the quadratic Boolean functions with sim-
plified ANF vector , , then
and depends on the value of
if
if
if
if .
We can compute the value of
that we present in Table IV.
The case where is straightforward as we
get . Then, for any function with
, the set
equals when is even and
when is odd.
VIII. CONCLUSION
Our study points out that the symmetry property combined
with some cryptographic requirements, such as a high algebraic
degree, a high degree of propagation, or a high order of re-
siliency, can only be achieved by functions having a very reg-
ular representation. For instance, we proved that any symmetric
function of degree can be described by the representation of a
-variable symmetric function repeated periodi-
cally. Such regularities considerably reduce the number of sym-
metric functions which may be optimal with respect to some
cryptographic parameters. It confirms, for other criteria, the re-
sults obtained by Savicky [5] and by Maitra and Sarkar [6] on
maximally nonlinear symmetric functions. As an illustration of
this situation, we proved that balanced symmetric functions of
degree less than or equal to (excluding the trivial cases) only
exist for eight variables. The very small number of nontrivial
balanced functions seems to be the main obstacle to the exis-
tence of highly resilient symmetric functions. We actually con-
jecture that balanced symmetric functions of fixed degree do not
exist when the number of variables grows. However, the gen-
eralization of the technique we used for functions of degree at
most remains open.
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